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Greater Data Security, and Gures
For Ahuse, Are Way Overdue

By Grayson Barber

hen people disclog informa-
Wtion about themselvesto the

govenment, their barks, their
doctorsor evenstrangersthey general
ly do not expectthat the information
will be re-disclosedsold or published
worldwide on the Internet.But it hap
pensall thetime.

Personhinformation hasbecone a
lucrative commodity,andthe more inti-
mat thebetter.Commercialdataaggre
gators routindy mine governnent
records to gather information about
individuals Financial institutions give
informaton to their affiliates underthe
federallaw known as Gramm-Leach-
Bliley, and health care providers sel
medical information to advertsers
legaly, through the Health Insurance
Portablity and Accountbility Act
(HIPAA).

Markets for personally identifiable
informafton are thriving, but with hid-
dencossthatareonly justbeginnngto
be recanized.ldentity theftis the most
obvious.Thereareothersaswell, which
have emeged slowly becaus their
impacthasbeenfelt by groupsthat are
alreadymarginalized.

For exanple, the way comnercial
databasesre used,we are creaing an

Barber, a solo in Princetm, concen
trateson privacy maters.

undercéssof peopk who havedifficul-
ty geting jobs,cannotgetloansandfor
whomlife is moreexpensr/e becaus of
low credt scores Datamining compa
niesthatperform empbyeebackground
chedks keep permanent recads of
arregs andcriminal senencesthat can
not be corected or expungedMinority
groupsare dispoporionatly represent
edin the vulnerable popuktion of pec
ple who havesuchrecords

Curentlaws, policiesandpractces
fail to addressthe root calsesof thee
systemic problens. Naturally, the par
tieswith thegreaestinfluenceare thos
whobeneft mostfromthestatusquo.In
parfcular, companésthat turn a profit
from collecting andthenselling peron-
al informaion, oftenthroughopengow
ernnentrecordsrequess, have lobbied
forcefully to ensue that public sources
of privateinformaton reman open.

The remaly must begn with
increagd dat secuity measires, da@
minimizaton and public educatbn. To
improve data secuity andreduceiden
tity thett, organzationsmug intemalize
the cost of their da@-colecion prac
tices

To illustrate: identity theft is a
crime of opporunity. Thieves seize the
opporunity whenindividuak andorga
nizations fail to sdeguard persond
information. To minimize the risk of
idenity theft, we needto increas dat
secuity measues minimize data col-

lection andinform the public by telling
peoplewhentheir personalinformation
hasbeendisclosed.

Individuak cannotcure the prob-
lem alone. We have no choice but to
paricipatein commercial databaseso
getbasc sewicesin the community.

Thatis to say, the root of idenity
thett liesnotwith consunersor identty
thieves but with govenmentand pri-
vate agences that colled and store
excesb/e anmountsof oftenunnecessary
peronal information in systens that
lack adequas privacy andsecurty safe
guards The misuseof stolen consuner
information canbe minimizedby using
specific identifiers instead of Sccial
Secuity nunbers andother“universal”’
idenifiers.

Historically, this hasbeendiffi cult.
Conpanks havebeenreluctant to take
extra secuity measires, which intro-
duceinefficienciesand expense gspe
cially so long asthe consequenceare
borne not by them but by the con
sumers.

The agences that collect personal
information will have no incentve to
minimize dat collection or improve
secuiity until the agenciesthemseles
bearthe consequencesf idenity theft
andothersocial coss.

Govenmentagencesin paricular
should have a special obligation to
ensue that personal information is not
exploitedto thedetimentof citizens At
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the very least,they should curtdl the
publicly avdlable sources of Social
Secuity nunbers,includingcourtfiles.

Congesshastriedto limit the use
of Sccial Security numbersas a de
facto natond identifier. The Privacy
Act of 1974 mace it unlawful for a
government agency to deny a right,
bendit or privilege becausanindivid-
ual refusesto disclose his or her Social

Security number. Not until identity
theft reached a crisis level, unfortu-
nately, did the perils of using such
numbers become widdy reamgnized.

The other sacial costs, which are
just as real, have yet to be similarly
acknowledged. To remedy the situa
tion, data custodians should be respn-
sible for data seaurity breaches.

The bench, the bar and the

Legslature should be striving to
ensire that persoral information is
treaed in a mamer tha is legal and
fair to theindividuds who areaffected.
In addition to adopting fair informa
tion pradices,we must craft meaiing-
ful remedes for individuds who are
harmed by misuse of persorel data,
evenwhenthe data came from a*“ pub-
lic” saurce



